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LIONS  & CONTAIN
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Digitale Souveränität
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Sicherheit in der guten alten Zeit – Die Burg zu Burghausen

4(Quelle: Martin Falbisoner, Digital Commons)

https://commons.wikimedia.org/wiki/User:Martin_Falbisoner
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Das LIONS´ Modell Digitaler Souveränität
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(Maximilian Greiner, Manfred Hofmeier, 
Razvan Hrestic, Ulrike Lechner, & 
Thomas Wendeborn, CRITIS 2022)
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Digitale Souveränität aus Sicht der IT-
Beratung: Das DISMIC Modell
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(Martha Klare & Ulrike Lechner, 
ICSOB 2023)
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Affordanzen als Wegweiser zu Digitaler 
Souveränität

7

(Martha Klare &  Ulrike Lechner,  ICSOB 2024)

James Gibson first analyzed in 1986 how an object can be perceived 
and used differently by various living beings. His definition: “The 
affordances of the environment are what it offers the animal, what it 
provides or furnishes, either for good or ill”

In psychology, where the term ‘affordance’ originates, it is 
increasingly understood as the possibility of perceiving actions 
through objects in the environment.
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Gestaltung Digitaler Souveränität - Der LIONS 
Demonstrator
• Design Science with

• Scenario
• Demonstrator
• Evaluation by informed argument

This research was carried out in cooperation between the research 
teams and a small IT software company specialized in products and 
services with high level of security risks as part of a larger research 
project.
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Digital Sovereignty from a Supply Chain 
Management and Procurement PerspecKve
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• RQ1: How can digital sovereignty be quantified and 
measured?
• RQ2: What factors influence digital sovereignty at the 

organizational level?
• RQ3: What are specific risks in the digital supply chain 

and how to mitigate them?
• RQ4: How can the use of blockchain technology 

contribute to digital sovereignty goals and which other 
trade-offs does it offer?
• RQ5: Which choices of strategy are possible when 

considering their effects on digital sovereignty?
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Das Senar: Der kleine Staubsaugerrobter 
und die Supply Chain
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Die Risiken im Szenar
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Risk 1: Key components in the supply chain 
depend on few or even single suppliers.

Risk 2: Key components in the supply chain are 
not well understood or checked by the 

producing organization because of missing 
capabilities or personnel (e.g., skills, specific 

qualifications, etc.).

Risk 3: Gathering data e.g. the full bill of 
materials for software and hardware 

components or security findings is difficult or 
time-consuming to gather across systems and 

thus not used as a decision basis for the product 
itself.

Risk 4: When data is available, it is usually 
difficult to anonymize and prepare for usage for 

the en@re supply chain or even outside it. 
InformaEon e.g. about a compromised 

component is thus not conveyed in a Emely 
manner. Also nobody else outside the data 

producing organizaEon may use the data to e.g. 
gain and share insights that might help improve 

the product.

Risk 5: When suppliers do not get data on e.g. 
how they rank in good security practices 

compared to others, they do not have as much 
incentive to improve their practice. This can 
lead to overall less secure products of lower 

quality.

Risk 6: Global supply chains are affected by 
global crises and geopolitical tensions. Should a 
component become unavailable because of e.g. 
technology embargo, bankruptcy, sabotage etc. 
and there is no alternative, the entire product 

availability is at stake.
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Überlegungen zu Risiken und Souveränität
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Blockchain Konsortium für Souveräne 
Informationsflüsse
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Der Demonstrator – Die Hauptseite
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Supplier Sovereignty Screen
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Supply Sovereignty Dashboard
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Bewertung der GeopoliKschen Lage
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CVE Bewertungsscreen

18



IKT-Sicherheitskonferenz 2025

Quantifizierung Digitaler Souveränität
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Digitale Souveränität – Resilienz und
das Bewusstsein durch Serious Games
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Eine Frage der Sicherheit

Operation Raven
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Referenzprozess – Sicherheit, Resilienz und 
Digitale Souveränität im Geschäftsmodell
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Digitale 
Souveränität - 
Eine bewusste 
Entscheidung!
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Thomas Hobbes - Leviathan
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Digitale Souveränität – Ihre Entscheidung!

• Digitale Souveränität ist eine Entscheidung des Einzelnen.

• Digitale Souveränität ist eine Chance, die im Dialog genutzt wird.

• Digitale Souveränität kann gestaltet, gebaut, gemanagt werden. Digitale 
Souveränität braucht Bewusstsein für IT-Sicherheit, Resilienz, Risiken und 
Verpflichtungen und Handlungsoptionen.

• Sicherheit, Resilienz und Digitale Souveränität sind und brauchen ein 
Geschäftsmodell.

23



IKT-Sicherheitskonferenz 2025 24

Sicherheit – Burg Hohensalzburg
Digitale Souveränität kann gelingen!

Maria Wallner
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Danke für Ihre Aufmerksamkeit
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