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Digitale Souveranitat ..o

Von der Leyen receives Charlemagne Prize as
Frieden calls for stronger Europe

" | Update: 29.05.2025 17:43 | 4 Comment(s)

Europe must become technologically and digitally sovereign, said Chancellor Merkel
in her speech on the occasion of the German EU Council Presidency. The concept of
digital sovereignty is not very clear-cut. In a policy brief, Falk Steiner and Viktoria
Grzymek explain the underlying problems and discuss what digital sovereignty can
mean in concrete terms: A better awareness and control of dependencies in central

Defe n se g i a nt s wa nt vo n d e r In aJetter to European Commission President Ursula von der Leyen and tech

sovereignty chief Henna Virkkunen released on Monday, the companies said
" Europe needs to be "more technologically independent across all layers of its

Leyen to boost made-in- citcal digital nfrastructure.
E u ro pe tec h Signatories want “Buy European” requirements for governments to increase

demand for homegrown tech and a “sovereign infrastructure fund” to support

: . i : investments in more capital-intensive industries like microchips and

European industrial and tech firms want the EU’s backing to reduce reliance P P
quantum technology.

onthe U.S.
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Sicherheit in'der guten alten Zeit -

(Quelle: Martin Falbison : Digitalﬂ(Zommc;ns)



https://commons.wikimedia.org/wiki/User:Martin_Falbisoner

Das LIONS” Modell Digitaler Souveranitat
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State or supranational institution

>

al framework] | Digital policies

Research strategy and > -
research lundi;y Dependencies » E’@
>
Innovation-enhancin: :j
-economic policies ﬂ o egal framewo:
lonopolistic position: Education and
of organizations access to techno
age polic! Eublic serviceg
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Organization Individual

Technological standards and

Importance of socialization
freedom of choice

Opportunities of sovereign action
Regulatory framework

" . Knowledge and self-determination
Strategic action enablement

Digital text sovereign!
Member training g ignty

Interactions between digital and
analogue

Digitization and
the digital transformation|
Participation rights|

ransp: ,]

logical versatili

ecr

(Maximilian Greiner, Manfred Hofmeier,
(Organization type] Razvan Hrestic, Ulrike Lechner, &
[Data sovereignty] Thomas Wendeborn, CRITIS 2022)
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Digitale Souveranitat aus Sicht der IT-
Beratung: Das DISMIC Modell

EXTERNAL

COMPANY

TOPICS

@ Use digital capability of GER/EU
(3.89)

& Rethink partnerships
(3.71)

& Promote research
(3.61)

@ Adapt customer needs
(3.56)

@ Adapt supply chains
3.44)
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(2.94) INTERNAL COMPANY TOPICS
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*= factors that can not be found in models of 1) Kar and Thapa, 2020; 2) Pohle, 2020; 3) Friedewald et al., 2022; 4) Joecks-LaB and Hadwich in Hartmann, 2021; 5) Herlo et al., 2022; 6) Kagermann et al., 2021
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Affordanzen als Wegweiser zu Digitaler .
Souveranitat — — u. =
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James Gibson first analyzed in 1986 how an object can be perceived = SRR
and used differently by various living beings. His definition: “The " —
affordances of the environment are what it offers the animal, what it s
provides or furnishes, either for good or ill”’ SREETET

[

[Semanic Search anaties conmestudl semches

In psychology, where the term ‘affordance’ originates, it is P
increasingly understood as the possibility of perceiving actions (Martha Klare & Ulrike Lechner, 1CSOB 2024)
through objects in the environment.

N
IKT-Sicherheitskonferenz 2025 7



Gestaltung Digitaler Souveranitat - Der LIONS %

Demonstrator
* Design Science with
e Scenario itWatch
* Demonstrator m
° i i \Z
Evaluation by informed argument GrmbH

This research was carried out in cooperation between the research
teams and a small IT software company specialized in products and
services with high level of security risks as part of a larger research
project.

N
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Digital Sovereignty from a Supply Chain
Management and Procurement Perspective

« RQ1: How can digital sovereignty be quantified and
measured?

 RQ2: What factors influence digital sovereignty at the
organizational level?

 RQ3: What are specific risks in the digital supply chain
and how to mitigate them?

* RQ4: How can the use of blockchain technology
contribute to digital sovereignty goals and which other
trade-offs does it offer?

 RQ5: Which choices of strategy are possible when
considering their effects on digital sovereignty?

IKT-Sicherheitskonferenz 2025 9



Das Senar: Der kleine Staubsaugerrobter (’
und die Supply Chain

Level N Level 3 Level 2 Level 1
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Die Risiken im Szenar

Risk 1: Key components in the supply chain
depend on few or even single suppliers.

Risk 4: When data is available, it is usually
difficult to anonymize and prepare for usage for
the entire supply chain or even outside it.
Information e.g. about a compromised
component is thus not conveyed in a timely
manner. Also nobody else outside the data
producing organization may use the data to e.g.
gain and share insights that might help improve
the product.

IKT-Sicherheitskonferenz 2025

Risk 2: Key components in the supply chain are
not well understood or checked by the
producing organization because of missing
capabilities or personnel (e.g., skills, specific
qualifications, etc.).

Risk 5: When suppliers do not get data on e.g.
how they rank in good security practices
compared to others, they do not have as much
incentive to improve their practice. This can
lead to overall less secure products of lower
quality.

LIONS

Risk 3: Gathering data e.g. the full bill of
materials for software and hardware
components or security findings is difficult or
time-consuming to gather across systems and
thus not used as a decision basis for the product
itself.

Risk 6: Global supply chains are affected by
global crises and geopolitical tensions. Should a
component become unavailable because of e.g.
technology embargo, bankruptcy, sabotage etc.

and there is no alternative, the entire product
availability is at stake.

11



Uberlegungen zu Risiken und Souveranitat

Production Processes
Software
Selection Processes O am— ' and
a IT-Security Hardware
Development

Bill of
-

Materials
Risk

Management

OrgA

Org B

Supply Chain
Management

OrgD

End Product — Vacuum Cleaning Robot

Supplier 'Hardware Component
Internal Process Custom Software Component

@ Off-the-shelf Software Component
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Blockchain Konsortium fur Souverane
Informationsfllsse

Product O

rocurement Manager
B

[Person]

Procurement Manager upply Chain Manage
A A

[Persan] [Persan]

upply ChaBin Manage!

[Person]

Procurement management role Supply chain management role

Procurement management role Supply chain management role

Intoracts with Intaracts with-

Web Frontend for

Organization A
[Software System]

Web Frontend for
Organization B

[Software System]

Provides use case functionality for
organizational users

Provides use case functionality fo
organizational users

ealic Firsfly and Smart Contract functionality via REST calls Firefly and Smart Contract functionality via REST

Legend

Ferson

Firefly Node(s)
[Container: Hyperladger Firafly]

Firefly Node(s)

[Container Hyperledger Firefly] Software Sysiem

Allows organizational applications to use
Blockchain, IPFS & more funcfionality.

Allows organizational applications 1o use

Blockchain, IPFS & more functionality —

Extemnal Person

External Software System
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LIONS

Der Demonstrator — Die Hauptseite

#"_ Demonstrator Home

Welcome! _— v
Your Firefly world! If you correctly ArtICIes Che(:k CVE
setup your system and Firefly is
Roles (Risk Manager) ¥ running on your system, then a list Here you will find a list of Identify publicly disclosed
of all Organizations should appear articles with additional options, cybersecurity vulnerabilities.
below. such as a graph and a supply Free catalog on cve.org
chain.

Call Firefly web API example -

Q (4
Geopolit. Risks
Assessment

A list of attributes for risk
assessment.
Geopolitical assessment

involves analyzing the political, @
economic, and social dynamics

N
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LIONS

Supplier Sovereignty Screen

#-_ Demonstrator @) @ Supplier Average Choice

Here the relationship between the suppliers listed in this supply chain and all suppliers in the

REZIE blockehain is mapped.

Supplier Risk Factors Lidar GmbH o
= Roles (Risk Manager) A Meyer AG
W Articles O "4 2 Lutz AG (]
@ Check CVE E R Roomba AG O
0 Beopollt Amseasmen: Supplier Average Choice LHYNEE GmbH
& Risiken LICHIFIT GmbH o

O 7' Rave AG O
6.221,91% Roborock Ltd. O
Digital Sovereign Capabilities Tiel Vertriebsgesellschaft KG ]
A Tisa Ltd. 0
O A Kaida AG a
2.099,00% Wichtel KG
Sovereignty Score LI a
UpOn GmbH |
z 7| Alpha GmbH =]
€363 Micro ]

Total Price There are 16 : iers in lﬁe in - '_ to 100%. The suppliers represented in

the supply chain comply with 47,83% (marked in bold above).

Go back

I s
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Supply Sovereignty Dashboard

2 o o
Remunstzioy Product Supply Chain Sovereignty
Staubsaugerroboter SSR-42
O @ Risk Factors
Supply chain risk management is the process by which an enterprise
o 1akes strategic steps 1o identify, assess, and mitigate all risks in its
= Roles (Risk Manager) A 27,27% business’s end-to-end supply chain, including the procurement of raw
materials and the cyber supply chain.
| Articles Supplier Risk Factors
Fuchasing Citeris
5 Check...
D e e Using source control + DevOps Tools
2
(<] Geopolit. Assessment O ¥ :alue: 0
& Risiken 47,83% Purchasing Gl
i N s
Supplier Average Choice BSI/ISO Certification
0 component(s) certified
: = ey caen hest
6.221,01% CVE rating
Digital Sovereign Capabilities One Component has a Base
Score: 0
v >
O 7| P Ciarin o
Responsiveness
2.099,00% YRR
Sovereignty Score »
Purchazing Crieria
Check...
E Contractual Due Date =
Value: 0
€363 4

N
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LIONS

ewertung der Geopolitischen Lage

Demonstrator Geopolitical Assessment

Land Bemerkung Bewertung1 Auswahl Risiken Bewertung2 Score Add

Home

Land R R Cyoer-Attacken mit gravi Attacken mit gravierenden Auswirkungen v Very High By X
Land & e none v Low s x

Roles (Risk Manager) A
Land H cH none v Low P
I Articles Land S s none v Low swe X
Land D co none ~ Low S %
P Check CVE Lana T cr none v Low s X
Land U w none L7 Low sare X

0) Geopolit. Assessment
LandC cc none v Low Swe X
" Risiken Land A CcA none v Low Save x
Land B B none v Low s 2
Land F CF none v Low Save X

N
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CVE Bewertungsscreen

Demonstrator CV E

Identify publicly disclosed cybersecurity vulnerabilities. Free catalog on cve.org.

Roles (Risk Manager) ¥ CVE Search itWESS -> SBOM

Search Text

(SPDX is an open standard for communicating SBOM information,
mozilla

including provenance, license, security, and other related information.
ISO/IEC 5962:2021)

Click to search... m

Response was successful

17 Vulnerabilitie(s).
Last Vulnerability: CVE-2024-11612
Published: 22.11.2024 21:15:17
Last Modified: 22.11.2024 21:15:17
Vulnerabllity Status: Awaiting Analysis
Base Score: 1691
Base Severity: CVE-2024-12346

IKT-Sicherheitskonferenz 2025 18



LIONS

Quantifizierung Digitaler Souveranitat

Supplier Risk Factor x Supplier Average Choice x Digital Sovereign Capabilities
3

e

number of available suppliers per component

total number of suppliers

N
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Digitale Souveranitat — Resilienz und
das Bewusstsein durch Serious Games

LIONS

[@ GOntain

¢, Vi . 5 5 . .
sEFDS /. otte,__ Scared? Prepared? Toward a Ransomware Incident Response Scenario

Maximilian Greiner, Judith Strussenberg, Andreas Seiler, Stefan Hofbauer, Michael Schuster, Damian Stano et al.

Runde 3 Pages 289-320
Kein Handy.

Was tun?

Runde 1
Durchatmen
und
Nachdenken

Runde 2

Erste
Malknahmen

Runde 4

Zurlick zum
Alltag?

Letzte Spiele:

Ziel
Runde 5
2 Rollenbasierte EINE
Bewertung ERAGE
DER o
SICHERHEIT

Eine Frage der Sicherheit

Operation Raven
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Referenzprozess — Sicherheit, Resilienz und
Digitale Souveranitat im Geschaftsmodell

Schritt 2: Erste MaBnahmen

LIONS

‘;g GORtain

bicder doespoan
* IT Abtedtung * Dokumentation beginnen (Was wurde bemerkt, an wen * Begrenzung des Schadens * Kommuniation mit der IT
* Kritische Anbieter welches Gerat Ubergeben, etc.) Abtedung < Incident * lch selbst
* Benutzer * Gerat mit Strom versorgen Beschrelbung; VerfUgbarkeit
* Unternehmen *  Seourity Abteitung benachrichtigen von Backups (privat und in der
* Kollegen * Handy abgeben beider IT Firma) < Sperrung von Konten
* PIN bereitstelien fur kritische Dienste
* Zugange sperren (Mobite 1D, M365, Cloud, Banking, etc.) * Kommunikation mit kntischen
* Geratvom Netzwerk nehmen Diensten {8ank) < Sperrung
* Backups identifizieren von Konten
* Personlicher Kontakt
* Telefonisoh (mat
Beazourcon: Alternativgerat)
@ * Online
« Kontakt zu [T (Ansprechpartner vorhanden) sowie
Kontaktkanale zu den kntischen Anbietern
* InIncident Response geschulte IT Abtellung
Hwgothosen; £ndzustand;
* Ransomware istim wesentlichen auf dem personlichen Gerat oder den personlchen * Das personliche Gerat ist bel der IT Sicherhest
Diensten
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Digitale

Souveranitat -
Eine bewusste
Entscheidung!

.;.vvs’; A4
A s

: -
« N

Thomas Hobbes - Leviathan
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LIONS

Digitale Souveranitat — Ihre Entscheidung!
ﬁiunm-.am

 Digitale Souveranitat ist eine Entscheidung des Einzelnen.
* Digitale Souveranitat ist eine Chance, die im Dialog genutzt wird.

* Digitale Souveranitat kann gestaltet, gebaut, gemanagt werden. Digitale
Souveranitat braucht Bewusstsein fur IT-Sicherheit, Resilienz, Risiken und
Verpflichtungen und Handlungsoptionen.

* Sicherheit, Resilienz und Digitale Souveranitat sind und brauchen ein
Geschaftsmodell.

N
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